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Authentication in ILIAS

= |LIAS Auth as the default authentication method for local accounts
® Various external authentication methods are possible
® External authentication methods often already support two—factor authentication

® Even when using external authentication, local accounts with ILIAS Auth are usually

still in place
® |LIAS Auth is often used for small installations

® When using LDAP or SOAP authentication, the ILIAS login form is used
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Two—factor authentication

® Additional security through the use of a second factor during login

® Protecting authentication in the event of compromised login credentials

® Common second factors: email, OTP smartphone app

= |LIAS Auth does not currently support two—factor authentication at the core

® As a rule, there are no solutions for shared accounts, e.g. ‘root’ or ‘ILIAS Support’
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Plugin features

® The plugin integrates seamlessly into the login process
® Compatible with ILIAS Auth, LDAP and SOAP authentication

® Requires the use/configuration of an external mailing service and always sends

emails externally

® Enables the security of shared accounts as well as accounts assigned to defined

roles
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Plugin features

m 2FA for selected ILIAS accounts
— Shared accounts, regular expression for 2FA via email

— Login log for documenting logins and login attempts

2FA for selected User Accounts

This option is suitable for shared ILIAS accounts.

If someone tries to log in with the specified user account, the user must enter an e-mail address,
a code is sent to this address. Once entered, the user is logged in.

*

Login* E-Mail Regex

2fa_central slowe@databay.de L

A regular expression can optionally be specified here for each
user.

The specified e-mail address to which the code is to be sent must
fulfill this.

Example to allow only a specific domain: ~.*?@databay\.de$

This can be tested, for example, on regex101.com

Enter without "/" at the beginning/end.
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Plugin features

m 2FA for selected ILIAS accounts
— Shared accounts, regular expression for 2FA via email

— Login log for documenting logins and login attempts

* Required

Two-Factor Authentication

E-Mail
address
*

The code will be sent to this e-mail address.

Please enter your e-mail address to which the code should be sent.
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Plugin features

= 2FA for selected global roles

— Enforce 2FA via email for global roles (drop—down menu)

2FA for selected Global Roles

This option is suitable for enforcing 2FA for global roles.
If someone tries to log in with a user account that is assigned to one of the configured global roles,
a TOP is sent to the e-mail address stored in the ILIAS account. After entering it, the user is logged in.

*

User 4
Administrator w
Guest ~

® O
® O
® O
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Plugin features

m 2FA for selected local roles

— Enable 2FA via email for local roles (text field with autofill)

2FA for selected Local Roles

This option is suitable for enforcing 2FA for local roles.
If someone tries to log in with a user account that is assigned to one of the configured local roles,
a TOP is sent to the e-mail address stored in the ILIAS account. After entering it, the user is logged in.

2FA for selected Global Roles is prioritized!

*

Kurs 2 -il_crs_member 87 (341 87) ® 6

Kurs - il_crs_member 85 (328 85) ® 06
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Plugin features

m 2FA for selected local roles

— Enable 2FA via email for local roles (text field with autofill)

* Required

Two-Factor Authentication

Code *

The code from the e-mail received.

* Required

An e-mail has been sent to the specified address.
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Plugin features

® 2FA can be enabled via the app (optional)
— Users can, as an alternative or optionally, set up 2FA via the app or OTP

— The setup can be reset by an administrator if necessary

2FAvia app can be activated optionally

Users can independently activate 2FA in their profile settings and use it in their own code generators.
When combined with “2FA for selected Global Roles,” authentication via email can be replaced by authentication via app.

Show Logo in QR-Code

When activated the QR-Code shown to the user will contain a small logo in the center.
When no custom file is uploaded, the logo of the Databay AG is used!
We recommend using a graphic with a background.

Logo-File Select File

Maximum upload size: 1048.0 MB

Allowed file types: .png, .jpg
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Plugin features

= 2FA can be enabled via the app (optional)
— Users can, as an alternative or optionally, set up 2FA via the app or OTP

— The setup can be reset by an administrator if necessary

* Required

Two-Factor Authentication

Code *

Enter the code from your authenticator app or one of your recovery codes, if
you do not have access to your code.

* Required

Please enter the code for the account.
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Conclusion

= |ink to the website: https://www.databay.de/ilias—implementierung/ilias—entwicklung/zwei—

faktor—authentifizierung

" |f you are interested please contact slowe@databay.de or info@databay.de
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Geschaftsbereiche der Databay AG
Was wir fur Sie tun konnen...

ILIAS TYPO3 / Contao Web—Applikationen
Fullservice—Dienstleistungen Fullservice—Dienstleistungen Individuelle Entwicklung Fullservice— Dienstleistungen
webbasierter Software auf  Consulting (Planung,
* Installation * Installation Kundenanfrage oder nach Realisierung sowie
 Anpassungs— und » Konzeption Ausschreibungen Betreuung von IT—Projekten
Erweiterungsentwicklung * Design * Fahrplanauskunft im Betrieb)
 Beratung/Schulung  Anbindungen an ILIAS » Messeinformation * [T-Sicherheit (Firewall,
 Mitglied im ILIAS open Webportale und Onlineshops < Schulverwaltung Intrusion Detection System,
source e.V. » Datenbankbasierte * Praxisstellendatenbank VPN, Zertifikate,
* |LIASasp: Hosting, Security, Erweiterungen, Extensions,  Social-Network Netzwerke)
Backup, Update, Module  Online—Beratung » Mailserver
technischer Support * Mobile Apps « Fernwartung

» Webhosting auf Servern im
Databay Datacenter

Softwareentwicklung Netzwerktechnik
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